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ABOUT ME



MY RELEVANT EXPERIENCE

25 Years Experience
27 Cybersecurity Programs
Published Cybersecurity Book Author
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ENOUGH ABOUT ME



THE CYBER THREAT LANDSCAPE






SCHOOL CYBER INCIDENTS

K-12 Cyber Incident Map | © K12 Security Information Exchange and EdTech Strategies, LLC. All rights reserved. The Map shall not be reproduced without express permission from the authors.
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Source https://www.k12six.org/



EASY MONEY

$10 PER STUDENT RECORD

$1 PER STAFF/TEACHER
RECORD




CYBERCRIME MARKET VALUE

Business Email Compromise (BEC) 1.1 billion in 2022
BEC will grow to 2.8 billion by 2027

Ransomware payments of $457 million in 2022

Sources: https://www.marketsandmarkets.com and https: //www.bleepingcomputer.com



https://www.marketsandmarkets.com/
https://www.bleepingcomputer.com/

ALL EXPENSES
PAID RETREATS




HOW MUCH THE BAD GUYS GET PAID

$5,000/MONTH — DURING TRAINING
$60,000/MONTH — AFTER PROBATION
$90,000/MONTH — IF THEY ARE GOOD



THAT WAS THE CYBER THREAT LANDSCAPE



1. EMAIL SECURITY CONTROLS
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SOLUTIONS FOR EXTERNAL EMAIL TAGGING:

Google Workspace:

Warn for external recipients

Office 365

Transport rule to prepend “External” to subject line



https://support.google.com/a/answer/7380041?hl=en
https://o365reports.com/2021/04/27/enable-external-email-warning-tag-in-exchange-online/

To @Robby Garon
1.2 - EMAIL

ATTACHMENT
SCANNING

(i) Click here to download pictures. To help protect your

IYI ATP Scan In Progress
Outlook item




SOLUTIONS FOR EMAIL ATTACHMENT SCANNING:

Google Workspace:

Set up rules to detect harmful attachments

Office 365

Set up Safe Attachments Policies In Microsoft Defender For Office 365



https://support.google.com/a/answer/7676854?hl=en
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-policies-configure?view=o365-worldwide

1.3 - EMAIL
LINKS
SCANNING




SOLUTIONS FOR EMAIL LINKS SCANNING:

Google Workspace:

Turn on External Images and Links Protection

Office 365
Set up Safe Links Policies In Microsoft Defender For Office 365



https://support.google.com/a/answer/9157861?hl=en#zippy=%2Cturn-on-suspicious-email-link-protection-for-imap-users%2Cturn-on-external-images-and-links-protection
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-policies-configure?view=o365-worldwide

1.4 -SPOOFED
EMAILS




SOLUTIONS SPOOFED EMAILS:

Sender Policy Framework (SPF)
Configuring SPF

Domain-based Message Authentication Reporting and Conformance
(DMARC):
How to configure DMARC

Domain Keys Identified Email (DKIM)
How to configure DKIM



https://marcoalcala.com/how-to-configure-the-sender-policy-framework-spf/
https://marcoalcala.com/configuring-domain-based-message-authentication-reporting-and-conformance-dmarc/
https://marcoalcala.com/how-to-configure-domain-keys-identified-email-dkim/
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1.5 —EMAIL
MULTIFACTOR
AUTHENTICATION
(MFA)



SOLUTIONS EMAIL MULTIFACTOR AUTHENTICATION:

Google Workspace

How to configure 2-step Verification

Microsoft 365

How to configure M365 Multi-factor Authentication



https://marcoalcala.com/how-to-configure-google-workspace-2-step-verification/
https://marcoalcala.com/how-to-configure-microsoft-365-multi-factor-authentication/

THAT CONCLUDES EMAIL SECURITY CONTROLS



2. INTERNAL SECURITY CONTROLS



2.1 —
MULTIFACTOR
AUTHENTICATION
(MFA) FOR
CLOUD APPS,
VPN, REMOTE
DESKTOPS, AND
SYSTEM
ADMINISTRATOR
ACCOUNTS



MFA FOR CLOUD APPS, VPN, REMOTE DESKTOPS,
AND ADMINISTRATOR ACCOUNTS:

MFA Providers

Duo Security

JumpCloud
Okta



https://duo.com/
https://jumpcloud.com/
https://www.okta.com/

Bitl ocker

2.2 — DATA
ENCRYPTION
FOR LAPTOPS,
DESKTOPS,
SERVERS, AND
MOBILE DEVICES



DATA ENCRYPTION SOLUTIONS:

APPLE

How to confiqure Apple FileVault

GOOGLE

Requiring Data Encryption For Mobile Devices and Endpoints

MICROSOFT

Configuring data encryption using Microsoft Intune



https://marcoalcala.com/how-to-configure-apple-filevault/
https://support.google.com/a/answer/6328676#encryption&zippy=%2Cencryption
https://marcoalcala.com/configuring-data-encryption-using-microsoft-intune/

2.3 — DATA
LOSS
PREVENTION
(DLP)




DATA LOSS PREVENTION SOLUTIONS:

DLP Providers For K-12 Schools

Managed Methods

Syscloud



https://get.managedmethods.com/data-loss-prevention-free-trial
https://www.syscloud.com/
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NEXT GENERATION ANTIVIRUS SOLUTIONS:

CrowdStrike

Microsoft

SentinelOne



https://www.crowdstrike.com/
https://www.microsoft.com/en-us/security/business/endpoint-security/microsoft-defender-endpoint
https://www.sentinelone.com/
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ENDPOINT DETECTION AND RESPONSE
SOLUTIONS:

CrowdStrike

Microsoft

SentinelOne



https://www.crowdstrike.com/
https://www.microsoft.com/en-us/security/business/endpoint-security/microsoft-defender-endpoint
https://www.sentinelone.com/
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ARMA Tool
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2.6 -
APPLICATION
ALLOWLISTING



APPLICATION ALLOW LISTING SOLUTIONS:

ThreatLocker



https://threatlocker.com/
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2.7 —
PRIVILEGED
ACCOUNT
MANAGEMENT
(PAM)



PRIVILEGED ACCOUNT MANAGEMENT SOLUTIONS:

BeyondTrust
CyberArk



https://www.beyondtrust.com/products
https://www.cyberark.com/products/privileged-access-manager/

2.8 — HARDENED
BASELINE FOR
SERVERS,
DESKTOPS,
LAPTOPS, AND
MOBILE DEVICES




HARDENED BASELINES SOLUTIONS:

Center for Internet Security



https://www.cisecurity.org/benchmark

Manufaciurer

Computers B

C

kame-rd

2.9 —
AUTOMATED
HARDWARE AND
SOFTWARE
INVENTORY



AUTOMATED HARDWARE AND SOFTWARE
INVENTORY SOLUTIONS:

ManageEngine

NinjaOne

Tanium


https://www.manageengine.com/
https://www.ninjaone.com/
https://www.tanium.com/

2.10 -
STANDARD USER

ACCOUNTS FOR
NON-IT USERS

: OSXDaily | Reset Password... |
X OSXDaily

Standard



SETTING UP COMPUTER USERS AS STANDARD
USERS:

Chromebooks

Google Workspace

Macs
Microsoft 365

Microsoft Windows



https://marcoalcala.com/setting-up-a-user-as-a-standard-user-on-a-chromebook/
https://support.google.com/a/answer/9011448?hl=en
https://marcoalcala.com/revoking-admin-rights-for-a-non-it-user-on-a-mac/
https://marcoalcala.com/revoking-admin-roles-from-non-it-users-in-microsoft-365/
https://marcoalcala.com/removing-non-it-users-from-the-local-administrators-group-in-microsoft-windows/

Configuring update for Windows 10
5% complete

Do not turn off your computer 2] ] - SECURITY
PATCH UPDATES

Software Update




SECURITY UPATES SYSTEMS:

Chromebooks

Google Workspace Mobile Device Management (MDM)

Macs

PCs and mobile devices



https://edtechmagazine.com/k12/article/2022/03/heres-how-school-it-teams-can-efficiently-manage-chromebooks
https://workspace.google.com/products/admin/endpoint/
https://addigy.com/
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune

2.12 -
SEGREGATION
OF END OF LIFE
OR END OF
SUPPORT
SOFTWARE



SOLUTIONS FOR SEGREGATING END OF SUPPORT
SYSTEMS:

Zero Trust Platforms

Iboss

ThreatlLocker



https://www.iboss.com/
https://threatlocker.com/

2.13 -
PROTECTIVE

This site is blocked due to content filtering. DO MA| N NAME
SYSTEM (PDNS)

Sorry, sex.com has been blocked by your network administrator




PROTECTIVE DNS SYSTEMS:

Cisco Umbrella

DNSFilter
TitanHQ Web Security



https://umbrella.cisco.com/solutions/cybersecurity-for-k-12-schools
https://www.dnsfilter.com/industry/education
https://www.titanhq.com/sectors/education/?utm_campaign=WT-ENG-LT-GSN&?product_type=WebTitan&gclid=EAIaIQobChMIl8_w2P3W_QIVsRPUAR2q5QNwEAAYASACEgLG6PD_BwE,EAIaIQobChMIl8_w2P3W_QIVsRPUAR2q5QNwEAAYASACEgLG6PD_BwE

2.14 -
APPLICATION
ISOLATION AND
CONTAINMENT




APPLICATION ISOLATION AND CONTAINMENT
SOLUTIONS:

Ericom

CylancePROTECT

Menlo Security



https://www.ericom.com/whatis/browser-isolation/
https://www.blackberry.com/us/en/products/cylance-endpoint-security/cylance-protect
https://www.menlosecurity.com/product/remote-browser-isolation/
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DISABLING
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DISABLING MICROSOFT OFFICE MACROS:

How to disable Microsoft Office macros via group policy



https://www.cisecurity.org/insights/white-papers/intel-insight-how-to-disable-macros#:%7E:text=In%20the%20Group%20Policy%20Management,to%20configure%20and%20enable%20it.

indows PowerShell
opyright (C) Microsof

rights reserved.

2.16 -
MICROSOFT
POWERSHELL
BEST PRACTICES

PS C:\WINDOWS\system




MICROSOFT POWERSHELL ENVIRONMENT
RECOMMENDATIONS:

Environment Recommendations



https://learn.microsoft.com/en-us/mem/configmgr/apps/deploy-use/learn-script-security

2.17 — SECURITY
INFORMATION
AND EVENT
MANAGEMENT
(SIEM)




SIEM PROVIDERS:

Artic Wolf

Binary Defense

Elastic


https://arcticwolf.com/resources/blog/k-12-cybersecurity-the-growing-threat-schools-face/
https://www.binarydefense.com/cybersecurity-solutions/security-information-and-event-management/
https://www.elastic.co/blog/k-12-schools-are-struggling-with-cybersecurity-here-s-how-a-siem-can-help

2.18 — SECURITY
OPERATIONS
CENTER (SOC)




SOC PROVIDERS:

Multi-State Information Sharing and Analysis Center® (MS-ISAC®)

Artic Wolf



https://www.cisecurity.org/ms-isac/k-12
https://arcticwolf.com/solutions/industries/education/

2.19 — THIRD-
PARTY
PENETRATION
TESTING




THIRD-PARTY PENETRATION TEST PROVIDERS:

CrowdStrike

Rapid 7

SecureWorks



https://www.crowdstrike.com/services/prepare/penetration-testing-exercise/:/www.rapid7.com/services/security-consulting/penetration-testing-services/
https://www.rapid7.com/services/security-consulting/penetration-testing-services/
https://www.secureworks.com/services/penetration-testing

WE ARE DONE WITH INTERNAL SECURITY
CONTROLS



3. BACKUP AND RECOVERY POLICIES



3.1 — THE 3-2-1

Copies of  rue
Data



3 COPIES OF DATA:

1. Live data and on-site backup copy

2. Cloud provider immutable backup copy


https://marcoalcala.com/keeping-your-backups-isolated-from-your-production-network/

3.2 —
MULTIFACTOR
AUTHENTICATION
(MFA)
PROTECTION FOR
BACKUPS




MFA FOR BACKUP APPLICATIONS:

MFA Providers

Duo Security

JumpCloud
Okta



https://duo.com/
https://jumpcloud.com/
https://www.okta.com/

3.3 = MONTHLY
BACKUP
REPORTING AND
TESTING




BACKUP PROVIDERS WITH AUTOMATIC TESTING
AND REPORTING:

Datto

Veeam


https://www.datto.com/products/siris/
https://www.veeam.com/

THAT IS IT FOR BACKUP POLICIES



4. PHISHING CONTROLS
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CYBERSECURITY TRAINING PROVIDERS:

CISA Online Training Toolkit

Consortium for School Network (CoSN)

Fortinet


https://www.cisa.gov/resources-tools/resources/cisa-cybersecurity-awareness-program-student-resources
https://www.cosn.org/edtech-topics/cybersecurity/
https://www.fortinet.com/training/security-awareness-training/k12us

Wire Transfer

4.2 — WIRE
TRANSFER OR
ELECTRONIC
PAYMENT
PROTOCOL



SAMPLE WIRE TRANSFER PROTOCOL:

Establishing a Wire Transfer Protocol to Avoid Fraud



https://marcoalcala.com/establishing-a-wire-transfer-protocol-to-avoid-fraud/

4.3 — ANTI-

This email was reported as malicious, please handle this email with great care! Links and P H I S I N G
attachments appear in this email are probably not safe and might compromise your computer.

The Security team is now aware and is investigating this incident. Please check back on this P LAT F O R M
email when the issue is resolved

Greetings,

| would like to be furnished with detailed information on availability, price and method of payment of the
below Ubiquiti.




ANTI-PHISHING PLATFORM PROVIDERS:

Avanan

IronScales

Managed Methods



https://www.avanan.com/
https://ironscales.com/
https://managedmethods.com/use-cases/threat-protection/

WE ARE DONE WITH PHISHING CONTROLS



QUESTIONS?



ONE MORE THING
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